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Information Governance and Data Protection Policy

1. Summary

Information is a vital asset, both in terms of the clinical management of individual patients/service users and the efficient management of services and resources. It plays a key part in clinical governance, service planning and performance management.

It is therefore of paramount importance to ensure that information is efficiently managed, and that appropriate policies, procedures and management accountability and structures provide a robust governance framework for information management.

This Policy should also be considered alongside the Confidentiality Policy.

1. Relevant CQC Fundamental Standard/H+SC Act Regulation (2014)

· Regulation 15: “Premises and Equipment”.

3. Principles

· User records generated at Eberwein Medical Ltd are the property of Eberwein Medical Ltd.
· The user records must be stored in a locked environment where unauthorised access cannot be obtained.
· At no time should user records be left unattended.
· The responsibility for ensuring the security of these records rests with Eberwein Medical Ltd.
· User records must be retained for periods of time as required by law and as indicated in Department Of Health guidance.
· Before destroying User records, any statutory regulations that apply will be complied with.
· The security of any records provided to the patient is the responsibility of the patient.
· Data held on computer is password protected and access to it limited in accordance with the policy on confidentiality.
The organisation recognises the need for an appropriate balance between openness and confidentiality in the management and use of information. 

The organisation fully supports the principles of corporate governance and recognises its public accountability, but equally places importance on the confidentiality of, and the security arrangements to safeguard, both personal information about patients/service users and staff and commercially sensitive information. 

The organisation also recognises the need to share patient information with other health organisations and other agencies in a controlled manner consistent with the interests of the patient and, in some circumstances, the public interest.

The organisation believes that accurate, timely and relevant information is essential to deliver the highest quality health care. As such, it is the responsibility of everyone in the organisation to ensure and promote the quality of information and to actively use information in decision making processes.

There are four key interlinked strands to the Information Governance Policy:

· Openness

· Legal compliance 

· Information security 

· Quality assurance

a) Openness

· Non-confidential information about the organisation and its services will be available to the public through a variety of media, in line with the organisation’s code of openness.

· The organisation will establish and maintain policies to ensure compliance with the Freedom of Information Act.

· The organisation will undertake or commission reviews of its policies and arrangements for openness. 

· Patients/service users will have ready access to information relating to their own health care, their options for treatment and their rights as patients/service users.
· The organisation will have clear procedures and arrangements for liaison with the press and broadcasting media.

· The organisation will have clear procedures and arrangements for handling queries from patients/service users and the public.

b) Legal Compliance

· The organisation regards all person identifiable information, including that relating to patients/service users as confidential.

· The organisation will undertake or commission annual reviews of its compliance with legal requirements. 

· The organisation regards all identifiable personal information relating to staff as confidential except where national policy on accountability and openness requires otherwise.

· The organisation will establish and maintain policies to ensure compliance with the Data Protection Acts, Human Rights Act and the common law confidentiality.

· The organisation will establish and maintain policies for the controlled and appropriate sharing of patient information with other agencies, including issue of a Privacy Notice, taking account of relevant legislation (e.g. Health and Social Care Act, Crime and Disorder Act, Protection of Children Act and the General Data Protection Regulations 2018).

c) Information Security

· The organisation will establish and maintain policies for the effective and secure management of its information assets and resources.

· The organisation will undertake or commission annual reviews of its information and IT security arrangements. 

· The organisation will promote effective confidentiality and security practice to its staff through policies, procedures, and training.

· The organisation will establish and maintain incident reporting procedures and will monitor and investigate all reported instances of actual or potential breaches of confidentiality and security.  Such breaches will be dealt with promptly and effectively, and reviews undertake in order to avoid any future repetition.
· Data will be stored confidentially – i.e. under lock and key and/or with application of secure access via passwords, etc.

· Passwords will be subject to changing on a regular and systematic basis.

· Information and data (both hard copy and electronic) will be disposed of safely and in accordance with current guidelines in order to protect the confidentiality of patients/service users and the organisation.

d) Information Quality Assurance
· The organisation will establish and maintain policies and procedures for information quality assurance and the effective management of records.

· The organisation will undertake or commission annual assessments reviews of its information quality and records management arrangements. 

· Managers are expected to take ownership of, and seek to improve, the quality of information within their services.

· Wherever possible, information quality should be assured at the point of collection.

· The organisation will promote information quality and effective records management through policies, procedures/user manuals and training.

4. Responsibilities

It is the role of the CQC Registered Manager, Dr Stephen Eberwein, to define the organisation’s policy in respect of Information Governance, taking into account legal and NHS requirements. 

The CQC Registered Manager, Dr Stephen Eberwein, is also responsible for ensuring that sufficient resources are available to support the requirements of the policy.

The CQC Registered Manager, Dr Stephen Eberwein, is the designated Information Governance Lead in the organisation and is responsible for:

· Overseeing day to day Information Governance issues; 

· Developing and maintaining policies, standards, procedures and guidance;
· Coordinating Information Governance in the organisation;

· Raising awareness of Information Governance; and 

· Ensuring that there is on-going compliance with the policy and its supporting standards and guidelines.

All staff, whether permanent, temporary or contracted, and contractors are responsible for ensuring that they remain aware of the requirements incumbent upon them for ensuring compliance on a day-to-day basis.

5. Policy Approval

The organisation acknowledges that information is a valuable asset, therefore, it is wholly in its interest to ensure that the information it holds, in whatever form, is appropriately governed, protecting the interests of all of its stakeholders.

The organisation will, therefore, ensure that all staff, contractors, and other relevant parties observe this policy, in order to ensure compliance with Information Governance and contribute to the achievement of the primary care objectives and delivery of effective healthcare to the local population.

6.  Caldicott Guardian / Data Protection Officer
A Caldicott Guardian is an NHS requirement for a designated senior person responsible for protecting the confidentiality of patient and service-user information and enabling appropriate information-sharing. (Each NHS organisation is required to have a Caldicott Guardian). 
Other non-NHS organisations must nevertheless have a designated Information Lead, usually referred to as a Data Protection Officer.

No one from the organisation – (this includes staff employed by commercial partners and volunteer groups) – is allowed to share any person identifiable information unless it has been authorised by the organisation’s Caldicott Guardian / Data Protection Officer.  (Person identifiable information takes many forms. It can be
stored on computers, transmitted across networks, printed or stored on paper, spoken or recorded).

It is unlikely that this authorisation will be granted unless the access is on 

a need-to-know basis and justifiable against the following “Caldicott principles”: 

Justify the purpose- 

Every proposed use or transfer of person identifiable information within or from an organisation should be clearly defined and scrutinised with continuing uses regularly reviewed by the Caldicott Guardian/ Data Protection Officer. 

Don’t use personal identifiable information unless it is absolutely necessary

- Person identifiable information items shall not be used unless there is no alternative. 

Use the minimum necessary personal identifiable information

- Where use of person identifiable information is considered to be 

essential, each individual item of person information should be justified with the aim of reducing identity. 

Access to personal identifiable information should be on a strict need to know basis

- Only those individuals who need access to person identifiable information should have access to it and they should only have access to the personal information items that they need to see. 

Everyone should be aware of their responsibilities

- Actions should be taken to ensure that all staff who handle person 

identifiable information are aware of their responsibilities and obligations to respect confidentiality.
 Understand and comply with the Law

-Legally, the Organisation will meet its obligations under the provisions of the Data Protection Act 2018 to protect all personally identifiable information and the sixth principle states that ‘processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).
7. Confidential Waste Management

Confidential Waste is defined as ‘waste containing personally-identifiable information or waste which is business sensitive’. Below is a specific list of material classed as ‘confidential’ that would require secure disposal:
· data relating to future activities of the Organisation;

· payroll and pension data;

· sensitive personal data, as defined by the Data Protection Act 2018, covering racial or ethnic origin, political opinions, religious beliefs, Trade Union activities, physical or mental health, sexual life, or details of criminal offences;

· higher level personal data, such as information relating to staff disciplinary proceedings or harassment;

· clinical records;
· records
of a commercially sensitive nature, such as contracts, tenders, purchasing and maintenance records, or legal documents; and

· records containing sensitive information such as video, DVD, photographs and other multi-media formats.

Legally, the Organisation is obliged under the provisions of the Data Protection Act 2018 to protect all personally-identifiable information and the seventh principle states that ‘Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data’.
The Organisation therefore recognises it has a duty of care to ensure all personally- identifiable and confidential information relating to the Organisation’s business activities is protected from the public domain and has an obligation to dispose of all clinical and non-clinical information under secure and confidential conditions. Through the proper control of the destruction of records, vulnerability to legal challenge or financial loss is minimised

It is the responsibility of all Organisation staff to ensure confidential information they are handling is destroyed effectively, securely and in accordance with this policy and procedure.   Whether clinical or administrative, anyone who creates, receives 
and uses records has records management responsibilities, which includes the disposal of all documents.
Any breach of confidentiality should be classed as a security incident and reported in accordance with the organisation’s Incident Reporting Policy.

In order to ensure the organisation is meeting its legal requirements, it must ensure all records are appropriately retained for the maximum amount of time. All manual records that have reached the end of their lifecycle, in accordance with the Department Of Health Records Management: NHS Code of Practice.

It is the responsibility of all staff to ensure information they are handling is destroyed effectively, securely and in accordance with this policy and procedure. All manual records that have reached the end of their lifecycle should be destroyed using one of the following methods:
· Internal Shredding: Cross Cut Shredder

Paper records should be destroyed using a shredding device designed to cross cut material to ensure shredding cannot be reconstructed. Staff shredding their own records are responsible for ensuring records are destroyed adequately and in such a way that protects the security of the information contained within them.
· Use of External Confidential Waste Disposal Company

 A confidential waste disposal company will be used if necessary, subject to confirmation that it meets all relevant statutory and other standards.

All queries with regard to the destruction of IT equipment and electronic media must be referred to the IM&T Lead.

8. Subject Access To Clinical Records Policy

Please refer to the “Subject Access To Clinical Records Policy” which is available separately.

Note that charges for Subject Access cannot be raised after the introduction of GDPR from May 2018.

9.  Information Risk Management
As the organisation becomes increasingly reliant on computerised systems for communications and for information management, associated risks increase accordingly. Such risks may range from management of systems and infrastructure, control and application of computer software, and from loss, corruption or disclosure of the data processed. These risks can be broadly stated as follows:-

· PRESERVATION OF CONFIDENTIALITY

Promoting a culture that values the confidentiality of personal information and establishing appropriate controls to protect confidentiality. This ensures compliance with Human Rights legislation, specifically the legal obligation regarding Respect For Private And Human Life. It will also ensure that common law responsibilities for confidentiality can be delivered satisfactorily.

· MAINTAINING INTEGRITY OF DATA

Establishing controls to protect data from accidental or deliberate loss or corruption.

· ENSURING AVAILABILITY OF SYSTEMS AND DATA

Securing and maintaining hardware, software and network facilities to
provide the organisation with access to the information and services needed. This will include having available as necessary back-up/replacement hard-copy records systems in the event of non-availability of electronic records systems.

· MAINTAINING BUSINESS CONTINUITY

Establishing appropriate contingency plans to cover major loss of systems or data.

· AVOIDING PROSECUTION

Establishing appropriate controls over software installation to ensure the terms of its software licences are not breached.
In addition, ensuring that appropriate registration with the Information Commissioner’s Office is maintained at all times as required by the Data Protection Acts including the 2018 GDPR requirements.

These risks will be regularly reviewed and managed in line with the organisation’s broader Risk Strategy.

Risks/Data Protection Impact Assessment

We will ensure that a Data Protection Impact Assessment is completed where there are plans to: ( use systematic and extensive profiling with significant effects; ( 
process special category or criminal offence data on a large scale; or ( systematically monitor publicly accessible places on a large scale ( use new technologies; ( use profiling or special category data to decide on access to services; ( profile individuals on a large scale; ( process biometric data; ( process genetic data; ( match data or combine datasets from different sources; ( collect personal data from a source other than the individual without providing them with a privacy notice (‘invisible processing’); ( track individuals’ location or behaviour; ( profile children or target marketing or online services at them; or ( process data that might endanger the individual’s physical health or safety in the event of a security breach.
In addition, we will always follow the advice and guidance of external professional and regulatory organisations in the event of any changes in our systems that might create a risk to information security.  This will include the checks recommended by the Information Commissioners Office i.e.:

☐ We describe the nature, scope, context and purposes of the processing.

☐ We ask our data processors to help us understand and document their processing activities and identify any associated risks.

☐ We consider how best to consult individuals (or their representatives) and other relevant stakeholders.

☐ We ask for the advice of our data protection officer.
☐ We check that the processing is necessary for and proportionate to our purposes and describe how we will ensure compliance with data protection principles.

☐ We do an objective assessment of the likelihood and severity of any risks to individuals’ rights and interests.

☐ We identify measures we can put in place to eliminate or reduce high risks.

☐ We record our decision-making in the outcome of the DPIA, including any difference of opinion with our DPO or individuals consulted.

☐ We implement the measures we identified and integrate them into our project plan.

☐ We consult the ICO before processing if we cannot mitigate high risks.

☐ We keep our DPIAs under review and revisit them when necessary.

10. Virus Protection
· Anti-virus software will be installed and enabled on all personal computers and notebooks/laptops used by the organisation. This includes computers that may be used outside of the premises (e.g. home computers used for business).

· The anti-virus software will be regularly updated.

· The anti-virus software will be configured (at minimum) to check all infectible file types read from a local drive (floppy disk, CD-ROM etc), downloaded from the Internet or received via e-mail.

· Any actual or potential computer virus threats will be dealt with expeditiously.

11. Hardware and Media Disposal
The organisation will implement appropriate procedures to ensure that personal or sensitive data is not inadvertently disclosed when hardware or media, is relocated, sold or otherwise disposed of. At a minimum, such procedures will 
provide for reformatting or (preferably) physical destruction of storage media (diskettes, tapes, CD-ROMS etc.) which may hold service user or other confidential information.

12. Access Controls
· Key equipment (e.g. servers & communications equipment) and paper records will be located in an area to which access can be restricted and monitored.
· The premises will be adequately secured, and alarmed, when the premises used are closed.
· Computers used are always password protected. Confidential information is encrypted and the usual computer security e.g. firewall, anti-virus & malware protection etc is in place. Access is restricted to the organisation’s staff exclusively.

13. Environmental Controls
· Key equipment and paper records will be located in areas with appropriate environmental controls to reduce the risks from excessively high or low temperatures, humidity or dust.
· Fire risk will be minimised by the use of smoke detectors and alarms.
· Areas where there is a risk of water spillage or flooding will be avoided.

· Servers and communications equipment will be protected as far as is reasonable from the risk of power failure, power fluctuations or inadvertent disconnection.
· There will be adequate arrangements to facilitate the prompt repair or replacement of faulty equipment.

14. Control of Software Systems
· The organisation will not permit the installation of unlicensed software to any of his computers. 
· The organisation will maintain a record of software licence purchases and renewals together with documentary evidence (purchase order/invoice/licence certificate).

15. Information for The Public and Users 

· Information will be made available to the public via means such as:

· Service user leaflets.

· The outcome of Care Quality Commission Inspections.

· Notice boards.

· Correspondence (e.g. emails, letters, etc).

· Website.

· Privacy Notice.

In addition, users and their relatives will be able to access information about personal care and treatment under the Subject Access provisions of the Data Protection Acts. The organisation will abide by the requirements of this Act and will make available appropriate information.

16.   IT Business Continuity Plan
a. The organisation will establish appropriate arrangements for the continuity of key business functions in the event of a failure in IT systems or communications.

b. Plans will cover:

i. Back-up procedures to enable restoration of lost data

ii. Fall back arrangements for the loss of key hardware or communications

iii. Interim measures for the transfer of clinical messages normally processed electronically
iv. Interim (paper based) measures for recording of service user information, production of prescriptions etc.

v. Eberwein Medical Ltd arrangements for the updating of systems from paper records when restored.

17.   Sharing Of Data with Other Agencies
a. The organisation recognises that in the course of their duties other agencies (e.g. GP's, Hospitals, etc) may require information and data about service users.  Similarly such two-way data sharing may be essential in order for our clinicians to undertake safe treatment and prescribing  for patients.
b. The principles that the organisation will operate when sharing such information are:
· Information will only be shared when there is a demonstrable “business need to know”.

· Service user and staff confidentiality will be maintained at all times.

· In the event of personal data being shared with an external party , this will be subject to the prior consent of the person concerned (unless there are overwhelming public interest reasons for divulging such information, and/or release of the information has been authorised via a Court of Law, and/or failure to share the information would in the opinion of the health professional present a potential risk to the health or well-being of the person).

· Records of what information has been released, when and to whom will be maintained by the organisation.
· Sharing will take place within the terms of relevant national guidelines, such as the “Data Sharing:  Code Of Practice” as issued by the Information Commissioners Office.  Specifically, personal details about a patient will not be included in an “open” email recognising that:
· emails sent over the internet or other insecure network may be intercepted

· an unencrypted email can be intercepted, read, and altered

· it cannot be guaranteed that an unencrypted email received over an insecure network has not been altered

· phishing, impersonation, and malware could contain malicious code

· an email sent over the internet may never arrive, and neither the sender nor recipient may be aware of this.

Staff have a duty of confidentiality, and service users have a right to expect that information given to a professional in a professional context will not be shared without their permission. If you decide to disclose confidential information without consent in view of over-riding professional or legal duties, staff should be prepared to explain and justify their decision and you should only disclose as much information as is necessary for the purpose. Such decisions should be fully documented.
In case of doubt, relevant insurers/professional indemnity organisations will be consulted in all cases.
Data Sharing with GPs

Robust arrangements for sharing of data with GPs (and other key health providers such as secondary care clinicians) will be in place at all times.  In particular, when appropriate and where required by professional guidelines, data about medications will be shared and include the following:

· the person's details, including full name, date of birth, NHS number, address and weight (for those aged under 16 or where appropriate, for example, frail older residents)

· known allergies and reactions to medicines or ingredients, and the type of reaction experienced

· medicines the resident is currently taking, including name, strength, form, dose, timing and frequency, how the medicine is taken (route of administration) and what for (indication), if known

· changes to medicines, including medicines started, stopped or dosage changed, and reason for change

· date and time the last dose of any 'when required' medicine was taken or any medicine given less often than once a day (weekly or monthly medicines)

· other related information, including when the medicine should be reviewed or monitored, and any support the person needs to carry on taking the medicine (adherence support)

· what information has been given to the resident and/or family members or carers.

Safeguarding And Data Sharing

· You can disclose information without consent if you are making a child protection or safeguarding referral.

· You should always obtain consent if you are making a referral as a child in need

· If you are in doubt about whether to refer a child as a 'child protection referral' versus a 'child in need' referral, ask advice from the designated Safeguarding Lead.

· Clear and comprehensive records relating to all events and decisions will be maintained

GMC guidance "Confidentiality: Protecting and Providing Information" describes the following circumstances when disclosure may be justified:

Disclosures to protect the service user or others

"Disclosure of personal information without consent may be justified where failure to do so may expose the service user or others to risk or death or serious harm. 
Where third parties are exposed to a risk so serious that it outweighs the service user's privacy interest, you should seek consent to disclosure where practicable. If it is not practicable, you should disclose information promptly to an appropriate person or authority. You should generally inform the service user before disclosing the information."

"Such circumstances may arise, for example:

Where a disclosure may assist in the prevention or detection of a serious crime. Serious crimes, in this context, will put someone at risk of death or serious harm, and will usually be crimes against the person such as abuse of children."

Paras 36 & 37c

Children and other service users who may lack competence to give consent

"If you believe a service user to be a victim of neglect or physical, sexual or emotional abuse and that the service user cannot give or withhold consent to disclosure, you should give information promptly to an appropriate responsible person or statutory agency, where you believe that the disclosure is in the service user's best interests. You should usually inform the service user that you intend to disclose the information before doing so. Such circumstances may arise in relation to children, where concerns about possible abuse need to be shared with other agencies such as social services. Where appropriate you should inform those with parental responsibility about the disclosure. If, for any reason, you believe that disclosure of information if not in the best interests of an abused or neglected person, you must still be prepared to justify your decision."

Where there are safeguarding concerns, staff have a duty to share information. It is important to remember that in most serious case reviews, lack of information sharing can be a significant contributor when things go wrong.

Information should be shared with consent wherever possible.  However, a person’s right to confidentiality is not absolute and may be overridden where there is evidence that sharing information is necessary to support an investigation or where there is a risk to others e.g. in the interests of public safety, police investigation, etc.

The following guidelines are therefore in place for our staff:

a) Remember that the Data Protection Acts are not a barrier to sharing information but provides a framework to ensure that personal information about living persons is shared appropriately.

b) Be open and honest with the person (and/or their family where appropriate) from the outset about why, what, how and with whom information will, or could be shared, and seek their agreement, unless it is unsafe or inappropriate to do so.

c) Seek advice if you are in any doubt, without disclosing the identity of the person where possible.

d) Share with consent where appropriate and, where possible, respect the wishes of those who do not consent to share confidential information. You may still share information without consent if, in your judgment, that lack of consent can be overridden in the public interest. You will need to base your judgment on the facts of the case.

e) Consider safety and well-being: Base your information sharing decisions on considerations of the safety and well-being of the person and others who may be affected by their actions or the actions of the perpetrator.

f) Sharing should be necessary, proportionate, relevant, accurate, timely and secure: Ensure that the information you share is necessary for the purpose for which you are sharing it, is shared only with those people who need to have it, is accurate, and up to date, is shared in a timely fashion, and is shared securely.

g) Keep a record of your decision and the reasons for it – whether it is to share information or not.  If you decide to share, then record what you have shared,

with whom and for what purpose.
Technical security
Our policy is that the following checks will take place prior to sharing data:

· Is the technical security appropriate to the type of system we have, the type of information we hold and what we do with it?

· If we have staff that work from home, do we have security measures in place to ensure that this does not compromise security?

· How is encryption of personal data implemented and managed?

· Have we identified the most common security risks associated with using a web-product – e.g. a website, web application or mobile application?

· How do we control access to our systems? (e.g. password regimes)
· Do we set privileges to information based on people’s need to know?

· What measures are in place for the security of information in transit?
In summary, in the event of sharing data then any information disclosed should be:

• clear regarding the nature of the problem and purpose of sharing information

• based on fact, not assumption

• restricted to those with a legitimate need to know

• relevant to specific incidents

• strictly limited to the needs of the situation at that time

• recorded in writing with reasons stated.

18. Records Retention
Service user related records, and non-clinical records (e.g. Accounting, Financial, etc) will be retained within statutory time periods.  See Records Retention Policy.

19. IT Security Incidents

The term “significant incident” is open to interpretation but should include any event leading to system downtime, loss or corruption of data, suspected intruder access, virus detection and any suspected malicious attempt to interfere with services or data.

Incidents involved any compromise to our information governance responsibilities might include for example:
· Loss or theft of data or equipment on which data is stored;

· Inappropriate access controls allowing unauthorised use;

· Equipment failure;

· Human error;

· Unforeseen circumstances such as a fire or flood;

· Hacking attack;

· ‘Blagging’ offences where information is obtained by deceiving the organisation who holds it.

Any such matter should be referred immediately to the organisation’s Information Lead/ Data Protection Officer who will consider:
· Are there any legal or contractual requirements? Service providers have an obligation to notify the Commissioner in certain circumstances. Health and Social Care providers will have a legal responsibility to notify their Regulator of breaches and may have a contractual obligation to notify commissioners of services, such as Social Services or NHS.

· Can notification help you meet your security obligations with regard to the seventh Data Protection principle? This is “Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.”

· Can notification help the individual? Bearing in mind the potential effects of the breach, could individuals act on the information you provide to mitigate risks, for example by cancelling a credit card or changing a password?

· If a large number of people are affected, or there are very serious consequences, the organization should inform the Information Commissioners Office.

· Consider how notification can be made appropriate for particular groups of individuals, for example, if you are notifying children or vulnerable adults.

· Have you considered the dangers of ‘over notifying’. Not every incident will warrant notification and notifying a whole customer base of an issue affecting only one customer may well cause disproportionate enquiries and work.
· You also need to consider who to notify, what you are going to tell them and how you are going to communicate the message. There are a number of different ways to notify those affected so consider using the most appropriate one. Always bear in mind the security of the medium as well as the urgency of the situation.

· Your notification should at the very least include a description of how and when the breach occurred and what data was involved. Include details of what you have already done to respond to the risks posed by the breach.

· When notifying individuals give specific and clear advice on the steps they can take to protect themselves and also what you are willing to do to help them.

· Provide a way in which they can contact you for further information or to ask you questions about what has occurred – this could be a helpline number or a web page, for example.

· When notifying the ICO you should also include details of the security measures in place such as encryption and, where appropriate, details of the security procedures you had in place at the time the breach occurred. You should also inform us if the media are aware of the breach so that we can manage any increase in enquiries from the public. When informing the media, it is useful to inform them whether you have contacted the ICO and what action is being taken. ICO will not normally tell the media or other third parties about a breach notified to us, but we may advise you to do so.

· Consider also notifying third parties such as the police, insurers, professional bodies, bank, or credit card companies who can assist in reducing the risk of financial loss to individuals.
The organisation will maintain a record of significant Information Technology-related security incidents. The record will include:-

i. date time and location of incident

ii. how and by who the incident was discovered

iii. a description of the incident and its effect if any

iv. action taken to correct any effect

v. Measures taken to prevent or limit future incidents.

Any serious information breach should be notified to the Information Commissioners Office i.e.:

· a breach of the Data Protection Acts (DPA);

· a Privacy and Electronic Communications Regulations (PECR) security breach by a telecoms or internet service provider; or.

· the unlawful obtaining of personal data (known as a section 55 DPA breach).

Use should be made of the following web-link to make ICO Notifications: https://ico.org.uk/for-organisations/report-a-breach
20.  General Data Protection Regulations (GDPR)

GDPR has applied in the UK since May 2018.  In summary, the aim is to place a higher responsibility on organisations which hold data to use this correctly, to dispose of it when no longer needed, and to ensure full consent is obtained from the people whose data is being used.

Eberwein Medical Ltd undertakes to meet the GDPR requirements in full.  The organisation will ensure that the following practical steps are in place at all times:

· Privacy Notices

Privacy Notices will be publicised covering details as to how data held on service users and staff including details of how data will be used, stored, and disposed.  The Notice will be reviewed on a regular basis and updated when necessary.

A copy of a template Public Privacy Notice is at Appendix 1.

A copy of a template Staff Privacy Notice is at Appendix 2.

· Consents To Hold and Process Data

Service users will be requested to give the necessary consents for holding, use of, disposal of and sharing of data as an integral part of their initial consent to receiving services.

Similarly, all staff including new applicants will be requested to give the necessary consents for holding, use of, disposal and sharing of their data.

Where applicable, the organisation will process data within the grounds lawfully permitted under GDPR i.e.:

· “Legitimate interest of the data controller”

· “Necessity of performing a contract”.

· Compliance with a legal obligation”

· Protecting the vital interests of the data subject”

· “Necessity for the performance of a task carried out in the public interest”.

· Information Commissioners Office (ICO)

The organisation will ensure continued registration with the Information Commissioners Office.  Annual re-registrations will be made on an ongoing basis.

In so doing, the organisation will ensure that the obligations of being registered with the ICO are met,

· Subject Access

The organisation will ensure that the requirements of allowing service users and staff to access details of what information is held about them is followed, subject to the statutory exemptions permissible.  No charges will be levied when responding to any such Subject Access requests.

· Data Protection Officer

The organisation will ensure that a designated Information Lead/Data Protection Officer is in place at all times.  The Lead will monitor compliance with the GDPR and other data protection laws, our data protection policies, as well as promoting awareness-raising, training, and audits regarding information.
· Data Retention Periods

The organisation will retain data strictly within time limits permitted by law.  These will be modelled around Department of Health data retention guidelines for records retention.

· Data Analysis

The organisation will hold details of all types of information held i.e. where stored, how stored, who is responsible, security access controls, etc.

· Email Accounts

All emails will be sent using appropriate wording as an email footer that ensures that the data will be kept confidential and returned/destroyed in the event of the email being sent incorrectly.

· Staff Training

Staff will be training in all relevant aspects concerning GDPR, in particular about how to respond to Subject Record Access requests and also how to respond in the event a data breach being discovered.

· Staff Records

Staff records will be held securely, including under lock-and-key for hard copy material and via use of firewalls/passwords/etc for material held electronically.

· Policies

The organisation will develop and update as necessary all necessary policies concerning GDPR issues, to include

· Subject Access to Records

· Data Breaches

· Information Governance.

· Data Disposal

Any data disposal will be carried out in a strictly confidential way.  Hard-copy material. Will be cross-shredded in ways and data will be destroyed by industry-standard destruction methodologies.

· Data Breaches

Any data breach, or suspected data breach, will be reported to the CQC Registered Manager, Dr Stephen Eberwein, via the Incident Reporting system.  
The Data Protection Officer will similarly routinely be notified as soon as possible.  Subsequent external notifications about the breach will be made as necessary e.g. to the Information Commissioners Office, Commissioners, subjects, etc.

· Virus Checks/Firewalls

The organisation will ensure that virus checks, and Firewall systems are appropriate, up-to-date and fully operational at all times in order to meet all necessary data protection issues under GDPR.

· Third Party Suppliers

Any data being processed on behalf of the organisation by third parties (is recognised to continue to be our responsibility as the “Data Controller”.  Written communication is therefore routinely put in place with any third-party suppliers in order to clarify responsibilities, as well as confirming indemnities and actions needed if data held by third-parties on or behalf is lost or destroyed.
21. Transport of User records
Records will only be transported by hand by the responsible professional or by those individuals who have been delegated to carry them. The records will not be left where they are accessible to the general public.

22. Professional Responsibilities
Our professional staff are obligated to make contemporaneous notes of any service user consultation, including:
· History
· Examination and/or assessment
· Treatment recommendations
· Agreed treatment plan
· Consent
· Any treatment provided
· Aftercare advice provided
· Arrangement for follow up
· A record of any relevant additional communication either by letter, email or telephone, including any communication related to the patient, with other healthcare professionals.
· Entries must be clear, legible, signed, dated, and timed.
· Entries made in electronic records must be clearly attributable.
23. Clinical Records
The following requirements will be maintained for clinical records:
· Relevant patient histories will be documented / recorded. 

· There will be evidence that any patient queries raised during a consultation are discussed with the patient and or acted upon.
· Record keeping will include sufficient detail to give a clear outline of the consultation/patient’s health complaint. 
· Clinical management plans are always comprehensive and complete.

· Full details of medications and therapies prescribed will be recorded
· Patient therapies will link explicitly to identified problems and clinical concerns.
· Tests ordered will be recorded.

· Test results will also be recorded, and any actions required fully documented.
· Details about referrals on to other health professionals will be included.

· Details about what information has been passed on to the patient’s GP will be included in the clinical record. 

The above criteria will be subject to ongoing peer review and clinical auditing.
APPENDIX 1

Template Privacy Notice For Our Patients/service users
How we use and share your information to help you

We need to keep a record of the care you receive to ensure that:

·   Professionals involved in your care have accurate and up-to-date information

·   We have all the information necessary for assessing your needs and providing   

  excellent care

·   Your concerns can be properly investigated if you raise a complaint

·   Accurate information about you is available if you:

a)  Move to another area

b)    Need to use another service

c)    See a different healthcare professional.

Your record

We have a duty to:

·   Maintain full and accurate records of the care we provide to you

·   Ensure that your records are confidential, secure, and accurate

·   Provide a copy at your request that is an accessible format (e.g. in large type if you are partially sighted). Your record may include some or all of the following:

a)   Your name, address and date of birth

b)   Contacts we have had with you, such as appointments

c)   Notes and reports on your health

d)   Details of treatment and care, images and test results

e)   Information on medicines, side effects and allergies

f)   Relevant information from people who care for you and know you well, 

         such as health professionals and relatives.

g)   The staff who see you may also add notes on their professional 

       opinion.

If you wish us to, and it is practical, we will discuss and agree with you what we are going to enter on your record and show you what we have recorded.

Identifying you as an individual

We have many patients/service users with similar names so it vitally important for all patients/service users to be properly identified as individuals.  In order to be absolutely sure that you have been correctly identified we may ask you for a number of pieces of information. Suitable items include:

· Full name

· Date of birth

· NHS number

· National Insurance number

· Passport as photo ID

· Driving licence as photo ID

· Permanent (home, not a temporary) address

How you can help us to keep your health record accurate

· Let us know when you change address, telephone number or name

· Tell us if any information in your record is incorrect

· Give your consent so that we can share information about you with other health professionals to make sure you receive the right healthcare

· Tell us if you change your mind about how we share the information in your record.

How Eberwein Medical Ltd uses your contact details

We take your privacy seriously so please let us know how you want us to contact you.

·   Telephone

If you provide a mobile phone number: we may ring, leave a message or text you, so tell us if you do not want us to do so.

If you provide a landline: we may leave a message, so tell us if you do not want us to do so.

·   Email

If you provide us with your email address: we may use it send confidential health information, unless you have told us not to do so.

Please read the following before providing us with your email address.

a) Emails can be quick and convenient and will allow you to keep a record 

      (Unlike a phone call). However, although our own systems are secure, it 

      may be possible to intercept your email when it is being sent over the 

      internet.
b) Be aware also that if you share your computer others may read your 

      emails.

c) You could use email to contact staff in relation to a query or to ask 

      about an appointment.

d) Do not give more personal information than we need to process your 

      request.

e) Do not ask us to send you medical details that you would not want seen 

      by other people.

If you have an urgent question or feel unwell after going home after treatment, contact an emergency service e.g. 111 NHS emergency service or 999 for life threatening conditions by telephone, do NOT email.

How your records are kept

Our guiding principle is that we hold your records in strict confidence.

Eberwein Medical Ltd is registered under the Data Protection Act 2018. It abides by the law and observes good practice in maintaining confidentiality and appropriate information security.

We will fulfil its obligations under this Act to the fullest extent, including ensuring that the following eight principles governing the processing of personal data are observed.

i. personal data shall be processed fairly and lawfully;

ii. personal data shall be obtained only for specified and lawful purposes, and shall not be processed in any manner incompatible with those purposes;

iii. personal data shall be adequate, relevant and not excessive in relation to the purposes for which it is processed;

iv. personal data shall be accurate and, where necessary, kept up to date;

v. personal data shall be kept for no longer than is necessary for the purposes for which it is processed;

vi. personal data shall be processed in accordance with the rights of data subjects under the Act;

vii. personal data shall be subject to appropriate technical and organisational measures to protect against unauthorised or unlawful processing and accidental loss, destruction or damage;

viii. personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of data protection.
Eberwein Medical Ltd is also registered with the Care Quality Commission.   This means that we are subject to ongoing inspection and regulation by the CQC.  This includes checks by the CQC that we are observing all necessary and statutory guidelines for use of your data in line with Health and Social Care Act 2008 (Regulated Activities) Regulations 2014 (Part 3).
Information about you and the services you receive may be held in a number of formats and will be kept for the specific retention periods outlined by the relevant professional bodies.  We use secure electronic systems to store user records, images and details of prescriptions. Patient data held on paper or disk will be processed in accordance with the Data Protection Acts and destroyed using secure documented procedures after the time periods set out by the Department of Health.

How your records are used

We use your records to:

·   Ensure that any treatment or advisory services we provide to you are based

  on accurate information.

·   Send a letter about your care to your GP or other health professional at the end of your treatment unless you tell us not to do so.

·   Work effectively with other services providing you with treatment or advice.

·   Monitor the quality of our care and help us to understand the outcomes of care.

·   Investigate any concerns or complaints you or your family have about your health care.

·   Provide information that is needed for financial transactions in relation to payment for treatment, such as billing. For private patients/service users this may include details shared with your insurance company. If you have any concerns about this, please contact your insurer.

Anonymised data

We may remove your name and other details that could identify you so that we can use the information in your record anonymously to:

·   Monitor and improve the quality of care received by patients/service users
·   Protect the health of the general public, for example we may share anonymous and aggregated patient information with organisations such as the National Institute for Clinical Excellence and the Cancer Registry for research or statistical purposes

·   Train and educate staff.

Wherever possible, we anonymise your data or use a quasi- identifier such as a patient number.

Sharing your health record  

Eberwein Medical Ltd has a designated Information Lead/Data Protection Officer who is responsible for protecting the confidentiality of patient information and making sure that information is shared where this is appropriate.

To make sure you receive all the care and treatment you need, we may need to share the information in your health record with other staff and organisations. This could include:

·    Other healthcare professionals, such as doctors, pharmacists, and pathology 

 and radiology staff involved in the analysis and reporting of diagnostic tests

·    Other hospitals and private sector organisations involved in your care

·    Local authority departments

·  Voluntary organisations providing on-going support

·  Administrative support staff 

Note that anyone who receives information from us also has a legal duty to keep it confidential.

We may also share information that identifies you where: 

· You ask us to do so  
· We ask for specific permission and you agree to this  
· We are required to do this by law  
· We have special permission because we believe that the reasons for sharing are so important  that they override our obligation of confidentiality (e.g. to prevent someone from being seriously harmed). We do not give the names and addresses of patients/service users to other organisations except under the circumstances described in this Privacy Notice. Unless you have signed an additional consent, we will not contact you after your visit for purposes other than: 

a) Follow up of care  
b) Collecting your views about your stay with us  
c) Settlement of any account that may be due, if appropriate 
d) Complaints and concerns handling.  
Sharing information with your family and friends  
We will normally share information about the progress of your treatment with the person you name as your Emergency Contact unless you have told us not to do so. Your emergency contact should be someone that you trust and feel close to. It does not have to be a blood relative; it can be a good friend. We ask patients/service users to name their emergency contact so that we know who you would like us to keep informed about the care we provide or the decisions we need to make. In identifying your emergency contact, you are giving us permission to keep her or him informed.  

You can also name other people, with whom you would like us to share information about you. We make best efforts to ensure that information provided over the telephone is restricted to those you have named, and we share on a need to know basis. Sometimes this means refusing to disclose information about you to someone who feels they should know about your treatment and progress. Please make your family and friends aware of this.  
Special situations  
Sometimes we have a legal duty to provide information about people; examples are reporting some infectious diseases, and when a court order instructs us to do so. Records may also be shared without the patient's consent in exceptional situations, such as to safeguard adults or children. 

External Regulation 

The Care Quality Commission is the independent regulator of healthcare, and they also protect the interests of people whose rights are restricted under the Mental Health Act. They routinely inspect our premises to quality check information we hold and the services we provide in line with the Health & Social Care Acts. This is designed to ensure that patients/service users using services are protected and receive the care, treatment and support they need. These inspectors have the authority to access personal information without the permission of patients/service users. 

Sharing your records outside the EU 

If your permanent address is outside the EU, or your treatment is continuing outside the EU, we may send details of your treatment to individuals based outside the EU specifically to promote your ongoing care. This would normally be the doctor who referred you to us for treatment. If you wish, we can give you the documents so that you have physical control over this information. 

In the usual course of our business, we may use third parties to process and store your data on our behalf. We normally store your data on secure servers in the European Economic Area (EEA). Such processing is subject to contractual restrictions with regard to confidentiality and security in addition to the obligations imposed by the Data Protection Act 2018. 
Exceptionally we may make use our suppliers are based outside the EEA for processing and storing your data. We have strict controls over how and why your data can be accessed.  By submitting your personal data, you agree to this.

Where necessary we may transfer personal information overseas for processing to support the long- term effectiveness of treatment and monitor patient outcomes. Personal information will be processed in this way where it is not possible to achieve this purpose with the use of anonymised or pseudonymised information only. 

How can I stop my information from being shared? 

Eberwein Medical Ltd acts to provide information principally for other health and social care professionals who have requested this since they require further detailed investigations on their patients/service users.  So naturally we will normally need to share this information with your doctor who has referred you to our service.

If you do not want us to share your information with your GP, other healthcare providers or carers, please tell the team looking after you. But please note that not sharing your information may affect the care that can be provided for you.  

You have the right to request that your confidential information is not used beyond your own care and treatment and to have your objections considered. Where your wishes cannot be followed you will be told the reasons including the legal basis. You may at any time withdraw any consent you have previously given to us to process information about you. 

If you wish to exercise your right to opt-out, withdraw consent to use your information, or to speak to somebody to understand what impact this may have, please discuss your concerns with your professional, or email us typing ‘Opt Out Request’ in the subject line of the email. 

Your legal rights 

Eberwein Medical Ltd is the Data Controller of the data it holds about its patients/service users and staff. 

You have the right to confidentiality under the Data Protection Act 2018 (DPA), the Human Rights Act 1998 and the Common Law Duty of Confidentiality. The Equality Act 2010 may also apply. 

You have the right to know what information we hold about you, what we use it for and if the information is to be shared, who it will be shared with. 

You have the right to apply for access to the information we hold about you. Other people can also apply to access your health records on your behalf. These include anyone authorised by you in writing (such as a solicitor), or any person appointed by a court to manage your affairs where you cannot manage them yourself. Access covers: 

· The right to obtain a copy of your record in permanent form;  
· The right to have the information provided to you in a way you can understand, and explained  where necessary, for example where abbreviations have been used. You would not be entitled to see information that: 

a) Has been provided about you by someone else if they haven’t given permission for you to see it  
b) Identifies another person who has not given permission for you to see the information about them  
c) Relates to criminal offences  
d) Is being used to detect or prevent crime  
e) Could cause physical or mental harm to you or someone else.  If you are currently receiving services from us and wish to view the record without obtaining a copy, discuss your request with the professional in charge of your care.  
Obtaining a copy of your record  
If you wish to apply for access to the information we hold about you: 

 
· You should send your request in writing to us.

· You should provide enough information to enable us to correctly identify your records, for example include your full name, address, date of birth, any unique identifier number/ NHS number (if known)  
· We will take every reasonable step respond to you within 40 days of receiving your request  
· You may be required to provide a form of ID before any information is released to you.  Once you receive your records, if you believe any information is inaccurate or incorrect, please inform us.  
Currency

This Privacy Policy is effective immediately and will remain in effect until further notice.

We reserve the right to update or change our Privacy Policy at any time and you should check this Privacy Policy periodically. Your continued use of the Service after we post any modifications to the Privacy Policy on this page will constitute your acknowledgment of the modifications and your consent to abide and be bound by the modified Privacy Policy

Further Questions

If you have any further questions about this Privacy Policy, or if anything is not clear, please let us know.  

Further information about data protection issues is at:

Information Commissioner’s Office (ICO) 
The Information Commissioner’s Office Wycliffe House Cheshire SK9 5AF Helpline: 08456 30 60 60 

Website: www.ico.gov.uk 

APPENDIX 2

Privacy Notice for Our Staff

This Privacy Notice explains how Eberwein Medical Ltd handles and uses personal data we collect about staff. Where in this statement we refer to ‘we’ or ‘our’ or ‘us’ we are referring to Eberwein Medical Ltd, and where we refer to ‘you’ or ‘your’ we are referring to our staff. 

We are registered with the Information Commissioner's Office (ICO).  We are committed to protecting your personal information and to being transparent about what information we hold. Eberwein Medical Ltd understands its obligations to you to help you understand how and why we process your personal data. This notice tells you about these uses and should be read in conjunction with the Eberwein Medical Ltd data protection policy.

Our data protection policy and procedures are governed by the Data Protection Act 2018 and the EU General Data Protection Regulation. 

Why we hold your personal data

We are required to hold your personal data for various legal and practical purposes, without which we would be unable to employ you.

Holding your personal data enables us to meet various administrative and legal obligations (e.g. for tax purposes).

We will also process your personal information in other circumstances, provided you have given your consent for us to do so.

Lawful basis for processing personal data

The lawful basis for processing the personal data of alumni and supporters as described in this document is to fulfil a contract with an individual.

There is a contractual requirement for you to provide much of the information detailed. Without this we will be unable to fulfil our obligations which could result in the contract terminating.

Personal data held by Eberwein Medical Ltd
The information we hold about you is primarily information you provided when applying for your job, supplemented by information generated in the course of your employment.

In common with all data subjects:

· Your name

· Your contact details

· Unique personal identifiers and biographical information (e.g. date of birth)

· photographs of you;

· your attendance at Eberwein Medical Ltd 

· personal data provided by you for a specific purpose or purposes (for example, disability, catering preferences or lifestyle status for event management);

· information related to the prevention and detection of crime and the safety of staff and service users including, but not limited to, CCTV recording;

Also:

D. financial information gathered for the purposes of your employment with us

E. your visa requirements; copies of passports, visas, and other documents required to ensure compliance with Home Office requirements.

F. Details of your education, qualifications and publications.

Particular to staff:

G. your application and curriculum vitae;

H. details of your career;

I. references.

J. your contract of employment;

K. performance reviews;

L. disciplinary, grievance and capability procedures;

M. accidents at work; and

N. training provided.

Sensitive personal data held by Eberwein Medical Ltd
The information we hold is that which you provide to us (for example, you may give us information by filling in forms on our website, or by corresponding with us by post, telephone, and email or otherwise).

Records may contain:

· your religious affiliation
· how your personal data is used by Eberwein Medical Ltd Your 
data is used by us for a number of purposes including: Publications, invitations and other 
communications.

· e-news and flash emails.

· internal reporting and record keeping.

· administrative purposes (e.g. in order to process fees payments or to administer an 
event you have registered for or attended).

· Responding to data access requests you make.

Also:

· Giving key card access to parts of the premises (if appropriate)

· issuing references at your request.

· Contacting you, your next of kin, or other relevant contact in case of an emergency.

· Inclusion in our directories.

· Marketing, including images, online, in print and on social media (with your consent)

Communications to you may be sent by post, telephone or a work email address. Your personal mobile phone number will only be used if you have given consent.

If you have concerns or queries about any of these purposes, or how we communicate with you, please contact us at the address given below. We will always respect a request by you to stop processing your personal data, and in addition your statutory rights are set out below.

Sharing your data with others

Within Eberwein Medical Ltd, personal data, including sensitive personal data, may be shared between members of staff who legitimately need the information to carry out their normal duties to support your time with us. We endeavour to ensure that sensitive personal data is only shared with colleagues with your explicit consent. However, circumstances may arise where this data is shared with colleagues without gaining your 
consent. This will only occur if it is necessary to protect your vital interests or the vital interests of another person; or for certain other reasons where it is not possible or appropriate to gain your consent such as disclosures to the police for prevention or detection of crime, or to meet statutory obligations relating to equality monitoring.
Eberwein Medical Ltd may disclose certain personal data to third parties. These external organisations, and the purpose for sharing the information, are set out below.

Relevant data, including your bank details, will be shared with our payroll providers and may be shared with our accountants (for payment of expenses).

Relevant data may be shared with your next of kin but only with your consent or in an emergency.

Relevant data may be shared with Home Office, UK Visas and Immigration (UKVI) in order to fulfil any obligations as a visa sponsor.

Data may be shared with reputable “data processors” for the purposes of sending communications (e.g. mailchimp).

With your permission we may share information about you for publicity and marketing purposes online, in print and on social media.

Otherwise, Eberwein Medical Ltd does not share data with any third party, except as allowed for in other privacy notices or required by law. We do not sell your personal data to third parties under any circumstances, or permit third parties to sell on the data we have shared with them.

Transfer of personal data to other countries

Where data is shared within the UK, or the European Union (EU), the third party will be required to comply with and safeguard the data under the terms of the DPA and appropriate EU regulations.

Your personal information will only be transferred to countries, outside of the EU, whose data protection laws have been assessed as adequate by the European Commission, or where adequate safeguards, such as the EU-US Privacy Shield, are in place.

How long data is kept

We will keep your personal data only as long as is necessary for the purpose(s) for which it was collected, and in accordance with our Data Protection Policy. Data will be securely destroyed when no longer required. Where you exercise your right to erasure, we will continue to maintain a core set of personal data (name, dates of working at 
Eberwein Medical Ltd and date of birth) to ensure we do not contact you inadvertently in future, and to maintain your record for archive purposes. We may also need to retain some financial records about you for statutory purposes (e.g. accounting matters).

Your rights

You have the following rights

	To be informed
	This Privacy Notice provides the information you are entitled to receive

	Access
	Please contact us if you would like confirmation that your data is being processed and access to your personal data.

There is no charge for us providing you with this data and it will usually be provided within a month of the request (unless the request is unfounded or excessive).

	Rectification
	Please inform us of any data which you would like rectified, and we will usually respond within a month of the request.

We will pass on the changes to any third parties who need to change their records and let you know this has been done.

	Erasure
	You may exercise your right to have your personal data erased in a number of circumstances (e.g. if the data is no longer necessary in relation to the purpose for which it was created or you withdraw your consent). Where possible we will comply with all such requests, though some details are part of the

College’s permanent records (e.g. examination results, college photographs)

which cannot reasonably be deleted.

	Restrict processing
	You can tell us that we can keep your data but must stop processing it, including preventing future mailings and communications.

If possible, we will inform any third parties to whom your data has been disclosed of your requirement.

	Data portability
	Your data is across manual records and a bespoke Access database. We will do our best to provide information in a portable format, but it is unlikely that we

can create systems to do so.

	to object
	If we can, we will stop processing your data if you object to processing based on legitimate interests or the performance of a task in the public interest / exercise of official authority (including profiling).

We will stop processing your data for direct marketing if you tell us to.

We will stop processing your data if you object to processing for purposes of research and statistics.

	Not to be subject to automated decision-making

including profiling
	We do not use any automated decision-making.


We reserve the right to judge what information we must continue to hold to be able

to fulfil our contract with you.

You have the right to lodge a complaint with the Information Commissioner’s Office at https://ico.org.uk/concerns.

Further information

The controller for your personal data and our Data Protection Officer is our CQC Registered Manager, Dr Stephen Eberwein.  Please ask for details

Our Data Protection Officer is responsible for monitoring compliance with relevant legislation in relation to the protection of personal data. Please contact us if you have any concerns or questions about the above information or you wish to ask us not to process your personal data for particular purposes or to erase your data. Where you have specific requests relating to how we manage your data, we will endeavour to resolve these, but please note that there may be circumstances where we cannot comply with specific requests.

We will publish on our website any changes we make to this data protection statement and notify you by other communication channels where appropriate.
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